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(57)Abstract: 

PROBLEM TO BE SOLVED: To keep the security of WWW 
(the world wide web) service by detecting the fraudulent 
alteration of a Cookie (information used for control of 
transition of a service served for the user and the transfer 
of data between services by a WWW server) and detecting 
the use of a copy of the Cookie thereby preventing 
unauthorized use of the Cookie. 

SOLUTION: A computer 1 providing the WWW service that 
receives a service request from a user terminal 2 adds a 
series of or specific information to the Cookie and adds a 
digital signature to the information and encrypts the resulting 
information to conceal a data structure of the Cookie and 
sends it Upon the receipt of the Cookie from a user terminal 
2, it is decoded and the digital signature is extracted and it is 
authenticated. Furthermore, the unified relation between the 
served WWW service item and the user is confirmed by the 
series or specific information added to the Cookie. 
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(57) [^i^l 

^A/I^ai, Co o k i eCT^r^t'-i^fflO^^tH^pIfgt 
L, Cook i eCO^IE^OT^Irl^lhtrWWW-t^— l^J^ 

^lJ^#^S^2:a^^bi^-t^^^^^^;^l^$:.6i:. Cookie 

^^#ADUTBf-^{t:-t6w iri^J; "9 , C o o k i e iOx 
-^mi^^UmLXmi^'t^o ^OT#iS^2/^-fbC o o 
k i e^^ff-rair, ^^^tt^t. x^i^^/l-^^^ 

il3 i:^W#i:coBi^0O-E't4^, C o o k i e tC'f^-;t)P 
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(2) 

/ 

(ft5ttJl2l wwwi^-^::';^^^^■t•6fi-^^iT^ ^ 

^fl^, ^ y^-'(O^^A^^tzi,t:oi\f-\-X^^iEm^ 30 
MLtc^ y^-^y'-^t^^^-it^xmn-r^^mk. 

^'-r^^mt, %mLx\^^^wwwD—\f:^j^Btm 
ti{m-^(n^mzx^xmm-r^^mt^nwmiz'Mn 

^ -fr 6 :/ o ^ X «rt L :i t 1# m -r ^ 7^ n ^ ^ 
^ tb -t- ^ i6 CO y n y X 15 li L y n ^ A IE H 

/^m^^HmLtc^ y^-o^y'-^^^^-it-r^^^ 

\^fz^ y^- ^^\t Lf:Lt^[C^y ^-^^.^-f 6 
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[0 00 1 ] 
[0 0 0 2] 

[ti^3t50^^^] Co o k i et±, WWW (World Wide W 

eb) i^-- t::';^=^^#t■t•6tfi[^T$)^wwwi^-/<;6^ 

Wx-^tOj^^=^tT9fc*:)tCffi^^Slt#T"fci9. WWW 

-fy ^fii^ysrmi^—/<\zr^-^y^ tfcgs^t^www-t'-— 
/<;^l>l^,www3^^^1^'--ii^#^^^, ^<D'ik. www^y 
e7f->*wwwf— /<(cT^-tr:?^i~6<t^(-, HTTP-^ 
•yytciSA6iZ^**xTWWWif-/-^(-^ii^^tv6i: 

[0 0 0 3] wwwf-— /■<;!i>ibwww:/x "^if^ 
ii^^^;n.fcCo o k i eli, ^Jffl#ili^7l?(c4b^v>T, WW 
W:/^[>i^co^^^>6^#^07r^/^'^-fSi^l^^^^, 

W-th-^^(±, ^jfLfcCook i e:^'^mt^±^^^'— 
[0 00 4] 

i^mr^m^i^ ^ 0 t-t^w^m] cookie ^m^^^x 

^ijffl^oih- If ^coil^i^^J^-r 6WWWi^- f'^^COH 

Wl^:J^V^r, 'il^(D:^mXit, nm^^-Co o k i 

^^^^^zti^XKi ^lEtcwwwi^- 1';^ ^^J^^ tfc 

>9, mm^^^co ok i e^^}:i'-L, mE.^^zm-t/}^ 

^/cfi^H#;j5^-^ Ky-^±T^C o o k i e ^^^^ 
-f6::^f'J:i9A^t/ti9 tr. ^iE(^www-b— tf>^: 

[0 0 0 5] ±Ecorn1Jl^j;i^^T^.e^n^c 
-hcox, ■t(DM^t-t^t:L^it, www-b— h^'^^^ 

{ailT'OC o o k i etOefe^A/^^ai, C o o k i e 0=« 
-^ffic0^tib^^"SIigi: t, Cook i e(0^iE^IJffl=^P:5 
It t TWWWi^- 1':^^ cOir ^ ^ y X ^' =5:^*^1- § 

[0 0 0 6 1 

:^^m\X Cookie tCT> 'y^/\^^^^mw-t 

6^^tCJ;^WWWf--h:^:^tl^ilJ-COC o o k i e co 
*:^X«iai, Coo k i e-co-ii#-^l^--^t^i:^Co 
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o k i eOrif-^fflco^^ai^nltgir-tSt^t^X', Co 
ok i ctlM^-ittm'^, f^^^-fe^^ !JT-^^ii^feL# 

filet. ±^'f-^(Dm'ttm'^^-it<om^mv^^-it 
L, c o o k i e i: Lxmm^^m^mi^'r^o 

[0 00 81 -^tc, WWW1^-b':^^^^-r5lf^^ 

k i e(0^^/ur^nt>ilf't^^£LX-^-t:7.^M.^{C 
•tSx— ^lILfcC o o k i e <irfHl-(^-ig#-^^^ 
-^^bcO$t^^^ilT*«t^fb t. C o o k i e i: bT^IJffl#*S 

^(75— ii(Z3i^-t:^^:^M^^;::^^^/^T^H#;6^Co o k i e 

[0 0 10] it^t>i, x>f v^^^y^¥^fe^o^1P^!Jc^ocJ:U^1^liE^c 
\t, ^Jx.(fES IGN (Efficientdigttal SIGNature s 
cheme) ^ffii^5<t, fii^?*<*:-t=^^ y r ^ 

L (Fast data Encipherment ALgorithm) ^fflt/^^ct, 
[0 0 1 1 1 U±(0^mijm^=':y^^=^-^\^X<^xm 

[0012] 

[001311114^, iawwvJi--\^~>^^mm't^nM 
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^ (WWWf-"/<) , 1 1 tiWWWf-— t:••;^(?D1^— t':^ 

o k i e(Cfi--^-f 

1 3 (iC o o k i e ^^f^-t^C o o k i e ^fiJc 
iHi, 1 4(±C o o k i e co^^^ • =3 b"— ;iqf ^iX"CP 
?J^^^^^(^■'97^)^^^^i^-f o o k i e^^li^, 1 5fiC 
ook i e{^fi-^1-6T>':^^/w¥^^i1^fiJc^aJ:WliE 
-r^W^fi^fiSc • l^liE^. 1 6itCo o k i e(Dm^it:^ 
Xl^m^-it^rfdm^it-'^^-it^, 17(iHTTP 
10 (Hypertext TransferProtocol) J: — ^J'Oj^^^H 
^^J^-f 6HTT Px"^:/, 1 8(ic o o k i e ^::^^' 
[0 0 14] l-:fe{1^^-^^iiE^l 5;iiS^ffli-5T^' 

^bffl(^»f-^«lti, lf^1ilcDx^:^^tfc(i;^^!J±;i 

[0015] ifc, 2(iwwwi^-e::^.^^J^i-^^iJffl 
20 2 1 ^^WWW1^-t''J:^^- J:oTtl#t$tl.^if^ 

k i e ^FJr^tT:*^ r C o o k i e l^ii 

2 3(iWWW-*^-f:x^^^i->5f+^^lt;iCo 
Okie ^ii^-f 5fci6ICC o o k i e ^l^^^iAtfC o 
Okie Ij^iA^lffi, 24tj:Cook i e ^{S:#i~'5H)T^ 
(Dy r-^ ^^^<DC o o k i e^i^^^^i^o 
[0016] Cookie 2 2^3j:0*C o o k 

i em^^^^2 yy^'f2 1\^[Hm^^X\^^^m 

mXhKf, y^y^'f2 l75s 0iJ;t(i^[lNe t s c a p 
30 eCommunications ^±/ii^^M L^cN e t s 
cape Navigator X^^^a", C o o k i 
e r^^W^^ti^C o o k i e*&i^^2 4 It T—Netscape 
VNavigatorVCookies.txt J coyr^^^Xh^. ^fz, ^ 
y -^if 2 1 r\ ^HM i c r o s o f t |±;ii^^Mb/c I 
nternet Explorer <D^-^, C o o k i 
e:^^^2 4(i r¥ff i ndows¥Cook ies¥XXX. txtj <Dyr^ 

[0 0 1 7] [i2(^, :^^m^-mmm<^im^Bm 
't^tz)!b(Dmxh^. :^nM(oj[mxn, www1^-t^^ 

[0 0 18] mm^^.M2^-h^-^<Dmth^m^'r^ 
t, ft^^i-e(±, '^-^^:^y'xi^yj^i i<Dmm<Di, 
t{^, --^M^^-^mmi 2\^x^-i^^^-m±m'§my 
r^/ui 8 ^^;^iA^T^ ^m^^z<Dm>^(o^\^m-^j: 

o o k i e CO^fiJct-fcf-oT. Cookie ^fiJc^ 1 3 
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i^mn^(^^^(^T-'^m'^\^nL, esign 
(Dm^m^m^^x^ i^^^^m^^i^L, ^ him 

^-it-m^it^l e^WX/mLX, FEAL»f-^«ltCi: 
^^tlh^m^itL, Co o k i e^^fiSc-rao 
[0 0 19] ^^^a. Z.(DC o o k i e(Dy'^ 
(Di^fj^lr^^XJ^^m^m^'^ES IGN (Efficient digi 
tal SIGNature scheme) (coi^Tft, ^^X^UktLX, 

m^it^^mme 2-11319 1^^^^, ^m^o 1 - 

1 4 7 5 8 5-^^^, 4#r^¥0 3- 1 2 9 3 8 4-^^$K 

fi^h^. c o o k i e<Dm^-iti^xx/m-^i\:\^^ 

V ^ -5 F E A L (Fast data Enc i pherment ALgor i thm) \c 

r)\.'xn, ##:s:sfc^Lr, i^^Hge 0- 1 9 6 0 5 9 

^■{ikm, 1#^0S6 1 - 2 0 0 7 7 S^^i^nr^h^o 
[0 0 2 0] J^iiCOj: 9i-LrT>f v^^/l^^^^#^L 
TBt-^-ft^LfcC o o k i e 3^. ^^i^^(D^—J^^n 
^-t^HTMLyr-^/^t^iZ, HTTPr'— ^>'17 

lo 0 2 1 1 ^m^^M2X{X :fy^^2 1 {cj: t9 H 
rUhyr^^^tCo ok i e 3t:^iB-r^t, Coo 
k i e#iA^^2 2 J: «9. Co o k i efejfrt^2 4(CC 
o o k i e 3 ^t¥:^i"6o 

[0 0 2 2] nm^^iH2xmm^^-y-M.^n 

^3l?^^^T-t5^, C o o k i e^y.^^2 3(cJ:l9 C 

0 o k i e^m%2 4;^^^lbCook i e3 ^^^ttJL, 
^lHllif#Lfc<>'-i^iO«^#;^.iCo Okie 3^tf3^^ 

1-^i^w-r^o 

[0 0 2 31 n%^lXiX HTTPx-^^-l 7^^ 

t';^-7'p i/^Allil, Cooki e^^liE^l 4 ^ 
l^t^tti-t, Cooki e^^iiE^ 1 4 ^-f P^^ih * 
^■itUl e^P^t/aiLrFEALBf-^iitcJ:!^ Co o k 

1 e ^^-^-f^, ^(7>fi. Co ok i eltliE^l 4{±, 
¥^{tfiic • ^fE^l S^P^T^ddt, ESIGN^^^^|iE 

[0 0 2 4] f-— t^y^yp^/^ A 1 1 x >C 
^(D^mz^^Lfct^{Z.\% Co o k i e^i^^A/^ 

^L. ^11 LfcCo o k i e 3;i^b-^#-^$rttttlL, 
^tLb^0 3OC0x-^^^t^:i^t, 1-^^t^-^^liE^l 

5t;ii:oTE s I Gnom^M^^mzX.^'f ^ 

^^Yff^L, St^lb-m-^^li^l 6tCj:l9 FEALBf-^ 
«^$:fflV^Tftt^^bt, Cookies' ^^^fifet, 
tfe^-^fO^-i. ^ lltf -r 6 H TM L y' 7 ^ y^ i: 
*^5^2^Ci^j^-t-5. 
[0 0 2 5] iL^tD^mX^itLfcC o o k i e 3;ii^ib 

t*aiLfc-i®#-^(t, ^'-i.(7:)f^giJi^t^(:i|fi:^i 
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"^(D^UmWrnrnm^i^^X^'f-m'^iZit. cookie 
[0 0 2 6] tJ^±(^^Jfe(7)?i^ft|T*Jl, C o o k i e J: 

[0 0 2 7] fj:^, mm^^^2x^-j^^mmLtz^ 

10 ^(n^-J>.(DWi^M.\X Cookie 3 <^ tlS'Jt-ff-it^ 
1 --^li-i-'So flJffl^iSS^ 2 X\X C o o k i e 3 

(t5>/-i^^iccoafe^^^E^ihLTV^S;ii\ ::i^^j:Co 
ok i ^(D^^hVi±t\tm<L\.X^'0 . 

[0028] UlStt. m \ t-^-fl^— t'^^ T'n 1 

m^f^^2t^h(r:>mmcn\^, ^mr^-^y^t-t^oii^^ 

[0 0 2 9] ^9]^Ti>-t:;^T^/^ttn(f, ^xyT^SS-- 

ii;^^, Cookie m& 1 4 ^iq^u^tti . C o o k 

/c, Cooki et^:=^>i — ^M:.i:i<DXfl\^t^}lO-h^h 
^JfCook i e^-bmi^HLfc-m^^t^^-J^m^l^ 

iM^^^) <r^m^'t(Di^^mmi^x^^, wi-co- 
m^^'t^-j^mi^(Dm^m\z^m^hx\r^^f)^^i 

lo 0 3 0] y^'ryys 4(D^'^\ZX^ , Cookie 

tl\t, y^Ty-fSeiZj^^ Cooki e 1 
CJ^tUtrCo o k i e ^^J^-f^. m^'Xy^Ty^S 7 
40 (CJ: t'y^Ofdis^^OHTML y'T-f/^^ili^L. C 

o o k i e hHTUl^y 7 ^\-^^^-jt(Om^^^1^2 

[ 0 0 3 1 1 4 1] 1 kZff^-f-'^^^^m^ l 2 (D 

^ny^-^^-vxh^. "ii#-^i=s^i 2{t. 

-t^T^yn^r^yi.! l;6='ibPft5tb^tL6i:, ~^-f y^'r y 
T^siitcJ:*?. -''^^^^X\mmy7^^^\S\zW. 
^^^<r)m-^^^<^fc)b(r)u y ^ ^t^n^, mz, y^r 
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[ 0 0 3 2 ] (H 5 ( A) ii. H 1 t^:7^^-r C o o k i e ^ 
1 3«A!ia:7p-f--Y- hX^fo^o Cookie^ 
^K^l 3ii, i^-h'';^7'n^^Al l:^i^ibc^Co o k i 

k i eitn^T-^^ ir-'-^mmii^mm^^. 

b. Co o k i eibM^x-^Wx-^liitt-^bT-r' 

C o o k i e^b^^X"^f?Dx-^^»ig^1^'l' e^^/U^ 
^ i: bT, fllf^^b • m^-im 1 6 J: ^ Pf^ib 
b, ^<Dl^^^m-f^^Co ok I e ti-^o 
[0033] US (B) t±. lill (C^-rC o o k i e^^ 
ilE^ 1 40^^:70-^^— hT'fcS. Cookie^^ 
lESfPl 4tt, f'-t'y^T'o^^i^ 1 l7!)^6C»Co o k i 

iS^2;6^ib^tt^o/cCo o k i e ^Sf -^{t • ^^-^^b^ 
1 6{cJ:oT^^^-r6o ;^T'y:/S 3 2T*ti, m^l^tc 
i^^COC o o k i e-fbM^X — ^<^X-^'^?l3t^X^' 
^/l-m^^^lhl^, ;=^x^/ys 3 3iCj; 19, x-fv^^/W 

>^7^ S 3 5 t-J: iQ^liEOKcOiJ ^?->=2- K^^^ 
bX, f^-t^':^7^n^^i. 1 1 (^|^|iEft1c?l3^^^-r6. 

GCOU ^'-y^i- K^IS^b, i^— If'J^^^T'P^yA 1 1 iO 

[0 0 3 4] 1 1 T'li. 

^-^bfeCoo k i eicov>Tr^":^^^ul-^t^:J;S^^ 
siE60ti^S ??3i?ri:tc-St-^^b/c"®#^tcJ: "9^ 
m 1^ ^ r ^ 6 ;i ^ i:' 5 75 ^ liE ^ tf 9 o 

[0 0 3 51 
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mm^^<D-^-^'^^i^(Om^^Co ok i e(^J:>9^J 

0 o k i e <D^^'Aj:ir3^V^C 00k i e<D^ J;6 
1h"t:"y^.(OiE^/j:^Jffe--tO^||^, Cookie (CxV 

i> ^ ^ f^-^jD-r ^ r <t i;: i 0 f — ^tifft-r a it 

^^fflV>TC o o k i e(^X— ^tPlii^Mb, X>rC> 

[114] -m^-^^m^cD^ny^-^-Y-hxh^. 

[115] Co o k i e±f^^tC o o k i e ^^liE^O^ 
[??F^cDli£P^) 

1 1 ii-- t';^:/ny^ A 
1 2 -lg#-^til^ 

13 C o o k i e^fiJcSB 

14 C o o k i e^lE^ 
1 5 m^i^f^ • ^^liE^ 

1 6 ftt^^b • m^ib^ 

1 7 HTT Px— ^> 

1 8 -m^^m^M'^w.y r ^ 

21 yy^^ 

2 2 C o o k i e#3^^^ 
2 3 C o o k i eMj2^^^ 

2 4 Cookie 

3 Cookie 
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CookU 
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.^18 ^15 




|cooKi .wi'l V 
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S 1 1 



S 1 2 
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( A) Cooki e ^tmS> 



.8 2 1 



Co Okie itMMi 



1 



S22 



S23 



ins] 

( B) Co o k i e ^^tiESB 





S3 1 


C o o k i e ^ fll-^ 




> 


3 2 


Cooki e 






.833 







S3 4 




NO 





cS36 
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